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Agenda

What‟s The Problem?

 The Identity Problems for Cloud Computing

And A Couple Alternative Solutions:

 For Enterprise Application

 For Consumer Application

 Case Study

Defining It All

 Cloud Computing

 Identity
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A Brief History of Time

1970‟s Mainframes

1980‟s LANs

1990‟s Grid Computing

& Webmail

2000‟s Sales Force 

Automation

Online banking

Social 

Networking

Online gaming

T
o

d
a
y

A quick look at some 

relevant milestones 

that brought us to 2010

Online tax 

services

Personal Health 

Record Sites

…
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Defining Cloud Computing

Cloud Computing Is NOT

Grid Computing

Distributed computing that uses a 

cluster of networked computers, 

acting in concert to perform a task

Grid Computing
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Defining Cloud Computing

Cloud Computing Is NOT

Utility Computing

Virtualized computing resources, such 

as computation and storage, offered 

as a metered service

Elastic Compute CloudSun Grid Service

Grid Computing Utility Computing
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Defining Cloud Computing

Cloud Computing Is NOT

Software-As-A-Service

Delivery method of applications over 

the web using utility computing and 

multi-tenant architecture

Grid Computing Utility Computing SaaS
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Defining Cloud Computing

Cloud Computing Is NOT

Grid Computing Utility Computing SaaS

Then what is it, Slawek?
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Defining Cloud Computing

Cloud Computing Is

Grid Computing

Utility Computing

SaaS

+

+
+

Storage Infrastructure

Identity Infrastructure

Security Infrastructure

Application Integration & Mash-ups

Business Intelligence

Business Process Management
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Definition of Cloud Computing

So, Cloud Computing is an emerging technology that:

• utilizes concepts of grid and utility computing

• to provide application services over the internet

• along with all associated functions available with regular 

in-premise implementations

• and may work in conjunction with in-premise resources
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A Minute to Define Identity

Enterprise 

User

Consumer

Name

Usernames / Passwords

Badge ID

Employee ID

Name

Social Security Number

Usernames / Passwords

Home Address
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So, my identity is a set of claims I make about myself, that others make about me,

and personal attributes that qualify uniqueness
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Definition of Digital Identity

In other words, a Digital Identity is:

• a unique digital representation of a digital subject

• that may be human or

• described by a finite, but uncapped number of identity 

attributes

• and may be provided with a level of assurance

extra-terrestrial!non-human (networked devices) 
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78%

The Identity Problem of Cloud Computing 

30%Of Enterprises and SMBs 

view Security as a top 

concern in SaaS1

72%believe Identity and 

Access Management is 

the key Security issue2

1. Source: Forrester Research 2008

2. Source: Goldman Sachs 2007 CSO Survey

Of consumers want more 

control over securing 

their identity3

3. Source: Synovate 2008 Consumer Survey
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• ID Maintenance cost

• Integration

• Ease of use

• Security

• PII Liability

The Identity Problem of Cloud Computing

Pain 

PointsEnterprise User / Consumer

• Multiple ID management

• Enrollment hassle

• Identity theft risk

• Privacy issues

Large Enterprise / SMB

• Solutions are expensive

• Regulatory compliance

• Security

• Application Integration

• Manual provisioning

CC Application Providers

“I want easy and secure 

sign-up / access to 

apps and high-value 

features

“I want easy accessibility 

to drive high-adoption 

and usage

“I want security, low TCO, 

employee satisfaction 

and fast deployment
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The Solution…

Yes, it‟s that term we all love:

Creates Problems

Federated Identity

Takes us from here… To here.
multiple individual identities single identity
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The Solution…

Yes, it‟s that term we all love:

Creates Problems

Federated Identity

Who Tried? Who‟s Trying?
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The Solution…

Yes, it‟s that term we all love:

Creates Problems

Federated Identity

Still The Same Problems 

• Complex ecosystem

• Lack of Trust

• Usage of PII (targeted marketing, service denial)

• Law of large numbers

• Liability

• Security

Will we overcome, Slawek?
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Option: Identity-as-a-Service for Enterprises

User‟s 

Credentials

Employees, Partners

• Single ID Provider to manage 

identities across multiple 

SaaS applications

• Authorization, Access 

Management, Authentication 

and Security

• Simple user experience

• Low TCO

• Trusted Third Party

• High Availability

Username, password

Strong Authentication 

(optional)

IDaaS
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Option: Consumer Identity-as-a-Service

User‟s 

Credentials

• Single portal to manage 

identities across multiple 

consumer websites

• Stand-In for Federated ID

• Very simple user experience

• Security

• Trusted Third Party

• High Availability

Username, password

Strong Authentication 

(optional)

Consumers

IDaaS
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So Which Option Will Take To the Clouds First?
Federated Identity For Enterprises / 

Consumers?

IDaaS For Enterprises / 

Consumers?

Still „TBD‟ … but no matter which option does, 

security and authentication will remain key for success

Any CredentialAny Device

Consumers, Employees, 

Citizens, Partners

Identity 

Players

• Cloud-Based Authentication 

Service (CBAS)

• Must prevent keys-to-the-

kingdom first

• Support for multiple types of 

credentials

• Need a Trusted Third Party

• Need simple implementations 

for consumers & enterprises

• Need Availability – always up!

CBAS



SaaS Case Study

http://www.successfactors.com/
http://www.box.net/
http://www.xactlycorp.com/
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Barriers to Cloud Adoption

Feature Details

Security

 Identity:  Strong two-factor authentication for pre-defined users and applications

 Data protection:  Encrypted transmission and exchange between the enterprise 

and FIAP via PKI and SSL certificates

Integration

 Synchronization with enterprise directory services including Active Directory, 

LDAP, and HRIS systems 

 Single interface to manage user accounts across multiple SaaS applications with 

support for SAML 1.1, SAML 2.0, SPML, and other proprietary interfaces

 Single login to over 2,000 applications

Compliance

 Compliance reporting for access for SOX, HIPAA, PCI, etc.

 Robust, auditable event logging for all user events

 Step up authentication functionality across multiple cloud-based services

 Enterprise-class policy and workflow management

Enabling businesses to securely adopt cloud-based applications by leveraging and 

extending identity assets to a trusted platform.
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The “Trusted Front Door” for SaaS Providers

Trusted 

Exchange
SaaS 

Partners

Federated Identity

& Authentication

http://www.successfactors.com/
http://www.istockphoto.com/stock-photo-4500080-pc-servers-in-a-row.php
http://www.box.net/
http://www.xactlycorp.com/
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SuccessFactors & VeriSign Framework

HRIS / Directory Services

“Source of Truth”

Managed

Users

High-trust

Users

Enterprise

“Together, we help businesses protect and manage 

the most valuable assets – their employees and their identities.”

Trusted Platform

Identity

Federation
SSO

Strong

Authentication
Provisioning Compliance

http://www.successfactors.com/
http://www.xactlycorp.com/
http://www.box.net/
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VeriSign Trusted Identity Framework

Logon inside or 

outside  of 

firewall

http://images.google.com/imgres?imgurl=http://www.tmitmi.com/tmitmi/images/Novell_Logo.gif&imgrefurl=http://www.tmitmi.com/tmitmi/products.html&usg=__mWXlSdNfh5rBtHUk9nSChZBAwDw=&h=296&w=856&sz=34&hl=en&start=2&sig2=Nl-UsLQwO4JPn1St32sELQ&tbnid=V8-iPxzM7VgFZM:&tbnh=50&tbnw=145&prev=/images%3Fq%3Dnovell%2Blogo%26gbv%3D2%26hl%3Den&ei=EWr7SpG-KZfatAOkzPGBAQ
http://images.google.com/imgres?imgurl=http://eb2bcom.com/supplier-pages/images/pingidentitylogo.png&imgrefurl=http://eb2bcom.com/supplier-pages/suppliers/sup_pingidentity.html&usg=__yO0KMvzZNaSwUlTx6RLeBZIvzVI=&h=60&w=300&sz=14&hl=en&start=1&sig2=IAOXhfzKD4oQlKNSxRzbdA&tbnid=0e-2e1V4IgkR5M:&tbnh=23&tbnw=116&prev=/images%3Fq%3Dping%2Bidentity%2Blogo%26gbv%3D2%26hl%3Den&ei=MWr7So74DJGwtAPvlaWEAQ
http://www.arcsight.com/


25

25

Benefits to SaaS Providers

Jane123

Password

Optional, Supported Optional, Supported

Provisioning

De-provisioning

Access Management

Single Sign-On

Strong Authentication

Identity Auditing

Employee / Contractor

Value Proposition for SaaS Customers

 Drive adoption with Trusted VeriSign 

brand

 Convenience of single sign-on for 

access to all SaaS applications

 Single site for user provisioning / de-

provisioning and account management

 Cloud-based Authentication

 Improved protection of sensitive data, 

which can help meet compliance

http://www.successfactors.com/
http://www.box.net/
http://www.xactlycorp.com/
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Q&A
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Thank You


