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How Cryptanalysis Really Works

From xkcd - http://xkcd.com/538/Used in accordance with Creative Commons Attribution-NonCommercial 2.5 License 

Marc Massar, CISSP-ISSAP, NSA-IAM ðSr Solutions Architect @ Semtek 

http://xkcd.com/538/


Why ðevolution in Data Protection?

Lifecycle Ą Protection Required

Records, Compliance, Privacy

Contain & Control the Data

Critical Information Security Areas

Impact of ñvirtualò enterprise 

Closing the gap on Security
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The Magnitude of Todayõs Issues

Á90% of data breaches are employee-driven

Á50% of the regulators require data access audit

Á50% of corporate data stored on mobile devices

Á15% of files on average contain sensitive information
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Data Breaches In The US

Jan 10, 2000: Hacker steals 300,000 credit cards from CD Universe

June 16, 2005: Cardsystems is hacked, exposing 40,000,000 records

Jan 17, 2007: TJ MAX is hacked, exposing 45,000,000 records

Jan 20, 2009: Heartland Payment Systems is hacked, exposing 

130,000,000 records

See the Trend, GOING UP!!!

For full reports see: http://datalossdb.org

http://datalossdb.org/


Technology Evolution ðCompliance Impact
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Branch Office

TODAY ðInformation everywhere - Risk
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Web 2.0 Application

Remote Replication

Data Center

ÅSensitive Data on the Rise

ÅExternal Cyber Attacks

ÅUnauthorized User Access

ÅDisaster Recovery Sites

Threats Mounting 

ÅTraditional Perimeter GONE!

ÅSaaS, Cloud & Web 2.0 Apps

ÅWork -collaboration Partners

ÅGrowing Mobile Devices

No Physical Controls
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Service-based IT Infrastructure
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Virtualization: What is it?

Traditional Architecture Virtual Architecture

Software representation of Hardware

9SafeNet - CONFIDENTIAL



Virtualization Methods

Virtualization: Why?

SafeNet - CONFIDENTIAL 10

Server Storage Desktop Appliance
Data Center

CLOUD

Virtualization ðScope & Reason


