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ÁYes, if you:
ÁManage pen testers

ÁBuy pen testing services

ÁMaintain/contribute to 
compliance frameworks

ÁAre a tester, and want to 
see some interesting vulns, 
or to sanity check your 
approach

ÁNo, if you:
ÁAre an uber-techy looking 

for elite zero-day



Key Drivers for 
Penetration 

Testing

Differences 
between common 

pen testing 
methodologies

Advantages and 
disadvantages of 
each approach

(Ï× ȰÃÌÏÕÄȱ 
computing is 

changing the face 
of pen testing





Á I DO work for a 
penetration testing 
company

ÁThis is not a sales pitch 
(we are busy already!)

ÁBetter competition and 
smarter customers 
means:
Ámore interesting work
Á less customer resistance to 

remediation



Key Drivers for Pen 
Testing

A Brief History of Pen 
Testing

Pen test methodologies & 
real world limitations

The Future of Penetration 
Testing







ÁSecurity assessments 
originally performed by 
auditing firms

ÁȰ#ÈÅÃË ÂÏØȱ ÔÙÐÅ ÆÏÃÕÓ 
ÃÏÍÍÏÎ ÔÏ #0!ȭÓȟ 
auditors

ÁȰ(ÁÃËÉÎÇȱ ËÎÏ×ÌÅÄÇÅ 
shared within closed 
communities (IRC, etc.)
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ÁCompanies like 
@Stake were run by 
hackers

ÁYet they could no 
longer hire hackers 
with rap sheets



ÁFirms begin using 
hacker tactics

ÁLess CPA style auditing 
(except for FISMA J)

ÁBroad sharing of 
exploits, techniques, 
etc.





ȰÄÅÍÁÎÄ ÆÏÒ ÓÅÃÕÒÉÔÙ ÅØÐÅÒÔÉÓÅ ÓÏ 
outstrips supply that the charlatan 
ÆÒÁÃÔÉÏÎ ÉÓ ÒÉÓÉÎÇ Ȱ   Daniel E. Geer, Jr., Sc.D. , April 7 2010

http://www.harvardnsj.com/2010/04/cybersecurity-and-national-policy/



ÁVarious organizations 
have emerged to 
certify

ÁPCI requires 
certification for 
ÓÃÁÎÎÉÎÇȣ

ÁȣÂÕÔ ÎÏÔ ÆÏÒ 
penetration testing



ÁBlackbox
ÁȰÚÅÒÏ ËÎÏ×ÌÅÄÇÅȱ ÏÒ 
ȰÂÌÉÎÄȱ

Átest is performed from 
viewpoint of external or  
ȰÎÁāÖÅȱ ÁÔÔÁÃËÅÒ

ÁWhitebox
ÁȰÆÕÌÌ ËÎÏ×ÌÅÄÇÅȱ

Átest is performed from 
perspective of insider



Greybox

Whitebox

Blackbox

ÁGreybox: the best of 
both worlds

Ámaximize results

Áminimize costs, effort



Sept 2008



Discovers exploitable vulnerabilities

Effective for proving a point, getting 
funding for security

Provides a practical level of assurance 
that outsiders will not be able to 
penetrate a system

Accurately simulates real-world 
exposure*

* Depending on quality of assessors, time spent on assessment, etc. etc.



False negatives

Point in time snapshot of a 
ÓÙÓÔÅÍȭÓ ÓÅÃÕÒÉÔÙ ÐÏÓÔÕÒÅ

Costly, time limited

Does not accurately model 
advanced persistent threats



Discovers obvious 
backdoors

Allows assessor to provide 
very specific remediation 
advice

Fewer false negatives


