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The Future of
Penetration Testing




Walit a minute, s
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Is this talk for me?

Yes, If you:
Manage pen testers
Buy pen testing services

Maintain/contribute to
compliance frameworks

Are a tester, and want to
see some interestingulns
or to sanity check your
approach

No, if you:

Are anuber-techylooking
for elite zereday




What will | gain %

from this session? electricalchemy
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David Campbell Princ:
‘ ; Frincipal
Electric A|Chemy pal Consultant at

 Formerly lead pen tester at ABN AMRO
(now RBS) Bank, Raytheon Polar and
Andersen Consulting (now Accenture)

Father, pilot, ninja, geek




Full Disclosure ‘
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| DOwork for a
penetration testing
company

This Is not a sales pitch
(we are busy already!)

Better competition and
smarter customers
means:

more interesting work

less customer resistance to
remediation
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" Key Drivers for Pen
~Testing

" A Brief History of Pen

~Testing

Pen test methodologies &
real world limitations

NG

' The Future of Penetration
- Testing




Key Drivers ©

for Penetration Testing: PC] ~ cectiesichem

SEcurily
Standards Council .

11.3 Perform extemnal and internal 11.3.a Obtain and examine the results from the most
penetration testing at least once a year recent penetration test to verify that penetration testing is
and after any significant infrastructure or | performed at least annually and after any significant
application upgrade or modification (such | changes to the environment. Verify that noted

as an operating system upgrade, a sub- wvulnerabilities were corrected and testing repeated.
network added to the environment, or a
web server added to the environment).
These penetration tests must include the|
following:

11.3.b Verify that the test was performed by a qualified
intermal resource or qualified external third party, and if
applicable, organizational independence of the tester exists
{not required to be a QSA aor ASY).

PCI DSS Requirements and Security Assessment Procedures, v1.2.1
Copyright 2008 PCI Security Standards Council LLC
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Step 1 - Categorize Step 2 - Select Step 3 - Supplement

FIPS 199 & FIPS 200 & NIST SP 800-30 &
NIST SP 800-60 NIST SP 800-53 NIST SP 800-60

NIST Risk
Step 8 - Monitor Management Step 4 - Document
sl Framework for NIST SP 800-18
NIST SP 800-53a
FISMA

Step 7 - Authorize Step 6 - Assess Step 5 - Implement
NIST SP 800-37 NIST SP 800-53a NIST SP 800-70



A Brief History of

Penetration Testing
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Security assessments
originally performed by
auditing firms

WIKIPEDIA

The Free Encyclopedia

article discussion edit this page history

Penetration test
From Wikipedia, the free encyclopedia
A penetration test is a method of evaluating the security of

or Cracker. The process involves an active analysis of the sy
unknown hardware or software flaws, or operational weaknes

nawgatmn
- N ~ r A as - I1a acker, and can invelwe activesexplokstion obsecurity vulne
O#EAAE Al @6 OUD Ak —At-AkOO-
FEEME content buginess impdct uccessfultexplOf if di¥overed. It is a
~ (] 7 v L] Vo Pa L]
Irent eves
Al I T 1 1 Ol # O 128 O
. search 1 Black box vs. White box
auditors |
3 Risks
Go Search
4 4 4 Methodologies
interaction 5 Standards and certification

. At:_c _ut Wikipedia ~

N
I I Ecl\mun'rty | I
Regent chafges

Contact Wikipedia

O( AAEET Co
shared within closed =
communities (IRC, etc.) ™~

ARC

5.1 United Kingdom-specific cerifications
peryXration testing

8 Further reading
9 References

Black box vs. White box



In the beginning... %
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BOpHr
Heavy LIRS

§$“ed by

%



Present Day %
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L PHT next generation
security software
Heavy NI

- IGEC
st“\e y“O(‘ :>> PARTNERS
z# . IMMUNITY 8@
 Ultgend o

’ symantec.

4

@ VERACODE



Hackers for hire? %
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Companies like

“hacker’

@ Stake were run by — 0
hackers

In the most general sense, a
"hacker” is someone who
enjoys modifying and
subverting systems, whether

Yet th ey COUId no |technological, bureaucratic or

sociological.

Ionger hlre haCke rS [Most often the term is used to

describe someone who has

Wlth rap Sheets |Iearr|ec| about technology by

picking apart systems.

- ] ) In the past decade, however,
AtStake jilts Phiber Optik "hacker” has come to describe

Kevin Poulsen, SecurityFocus hose people with 3 hands-on

interest in computer security
and circumventing such
Security.




Paradigm Shift %
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Firms beglr) using e M’{f gﬁ Eg”’” N
hacker tactics 1 111 i L,u
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Less CPA style auditing a7
(except for FISMA ) MT';anm

OD3CHET STOrmM
o

. . rempAte
exploits, techniques, H{ Wlagxs

etc.

Broad sharing of




Now, everybody’s doing it %
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G()= 8[({' |penetratiﬂn testing Search |,a.c*-gmceﬂ-¢

Web [ Show options Results 1 - 10 of about 3,010,000 for penetration testing. (0.23 seconds)




But do they know N
Wh at they're d0|ng7 electricalchemy

. SANST
NATIONAL SECURITY JOURNAL

OAAT AT A &£ O OAAOOI
outstrips supply that the charlatan
/CEC\) A A CA) E I T DanielEGQ Jr.,ScQ)rEZQ E T (

http://www.harvardnsj.com/2010/04/cybersecurignd-nationalpolicy/



Can we certify quality? %
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Various organizations
have emerged to
certify

Security
Standards Council

PCI requires
certification for
OAAT T ET C8

8AOO0 1106 & 0 US%Y
penetration testing



Common Penetration s

Testing Methodologies clectricalchemy
Blackbox
OUAOT ETT xi A,
OAIl EI Ao
B|ackb0X :
Whitehoy test is performed from

viewpoint of external or

Ol AaOAd6 AOOA,
Whitebox

OFOI T ETIT x1 A,

test is performed from

perspective of insider



Common Penetration s

Testing Methodologies electricalchemy

Greybox the best of
both worlds

maximize results
minimize costs, effort

Greybox




NIST’s Technical Guide to

Security Testing & Assessment electricalchemy

N H Special Publication 800-115
Sept 2008

National Institute of
Standards and Technology

U.S. Department of Commerce

Many application security testing and examination techniques are available. They can be divided into
white box techniques. which involve direct analysis of the application’s source code. and black box
techniques. which are performed against the application’s binary executable without source code
knowledge.** Most assessments of custom applications are performed with white box techniques. since
source code 1s usually available—however, these techniques cannot detect security defects in interfaces
between components. nor can they identify security problems caused during compilation. linking. or
installation-time configuration of the application. White box techniques still tend to be more efficient and
cost-effective for finding security defects in custom applications than black box techniques. Black box
techniques should be used primarily to assess the security of individual high-risk compiled components:
interactions between components: and interactions between the entire application or application system
with its users. other systems. and the external environment. Black box techniques should also be used to
determine how effectively an application or application system can handle threats. Many te\sts use both
white box and black box techniques—this combination is known as gray box testing.



Benefits of Traditional s

Blackbox Penetration Testing oo™

Discoversxploitable vulnerabilities

-

«/{-

Effective for proving a point, getting
funding for security

-

_\\
\

" Provides a practical level of assuran
that outsiders will not be able to
penetrate a system

«/{-

Accurately simulates realorld
exposuré

-

* Depending on quality of assessors, time spent on assessment, etc. etc.



Limitations of Traditional ‘

BlaCkbOX PenEtration Testing electricalchemy

False negatives

.

I?Oi\nt,inAtimg s_na,pshqt of a ~ bk . ok
OQOUOOAI 60O OAAO,-Ww
\ J e A

Costly, time limited

.

' Does not accurately model -

advanced persistent threats
\.




%

electricalchemy

Discovers obvious
backdoors

Allows assessor to provide
very specific remediation
advice

Fewer false negatives



