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Overview of P3P and Privacy

Given its increasing attention in the news, you have probably seen headlines regarding internet privacy and sharing of consumer information.  Perhaps you’ve attended one of PwC’s seminars on the issue.  Privacy on the internet is a top concern for business, government, media and the public. Recent changes in web browsers require updates to your website.  Failure to do so may result in a negative user experience and a loss of functionality on your site. 

The Platform for Privacy Preference Project, or P3P was initiated in 1997 and has evolved into an international specification for web privacy.  This standard provides a simple, automated way for users to gain more control over the use of personal information on websites they visit.

· The P3P format allows a web browser (or other tool) to evaluate and manage how the website will use customer data and interpret the privacy policy into an easily readable format.  

· P3P enabled browsers will notify users of websites that fall short of their privacy preferences. 

Microsoft’s new web browser, Internet Explorer 6 (IE6), contains the P3P format.   Additional tools, such as the AT&T Privacy Bird software, have also implemented P3P.

Impacts to your organization

If your organization’s website is not updated for P3P compliance, the following impacts can occur as a result:

	· Login Problems
	· Incorrect Website Traffic metrics

	· Loss of User Preferences
	· Overstated Unique User Counts

	· Lack of a Full Policy for user review
	· Poor audit trails of user activity

	· Inaccessible Shopping Carts
	


How P3P works

The P3P specification provides two main new features not currently available on web browsers:

· Added control over cookies

· An enhanced method to view a website’s privacy policy

Cookies

A cookie is a small text file created by a website and stored on the user’s computer.  The purpose of the cookie is to make the experience on the website more efficient by allowing the site to store and then automatically access information about visitors, such as their browsing preferences, name, address, and/or phone number the next time they enter the site.

There are several types of cookies, and the user can choose whether to allow some, none, or all of them to their browser.  With a P3P enabled browser, users can define their privacy preferences for handling cookies.  When a user browses your website, the browser determines whether the site provides P3P privacy information.  For sites that provide this information, the browser compares the user’s privacy preferences to the site's privacy policy.  In this manner, the browser decides whether to allow cookies or to restrict them.  A P3P-compliant website must provide a clear definition of its privacy policies in order for this functionality to take place.

Viewing the privacy policy

A website's privacy policy states the type of information the site collects, to whom it gives that information, and how it uses the information.  IE6 has a Privacy Option that allows users to select and customize their privacy settings to accept or deny specific types of privacy policies.  The privacy settings utilize P3P and range from High Privacy to Low Privacy.  These settings will affect how cookies will be managed and the user experience on the website.

The P3P specification calls for two types of policies on the website:

Full Policy – a multi-line policy containing very specific details of the privacy practices of the website.  It is configured in a standard format so a browser can easily interpret the website’s privacy practices without going to the narrative privacy policy on the website.

Compact Policy – a codified, short version of the Full Policy that can be sent with a website’s response to a browser’s request. It uses a series of Acronyms that represent portions of the Full Policy and the company’s privacy policy.

IE6 evaluates a website’s Compact Policies based on the privacy level selected and can alert the user whenever a privacy violation is identified. Whenever a web server attempts to place a cookie, IE6 will evaluate the Compact Policy and alert the user of privacy violations.  The browser can prevent cookies from being placed on a web browser and as a result the website will not operate as intended.  The reason for the problems will not be clear to the user and the user may simply believe the site is malfunctioning. 

IE6 also provides a View Privacy Report Feature.  This feature allows users to see an interpreted version of the company’s Full Policy.  This feature is available regardless of whether the company uses cookies.
Steps organizations should take now to ensure P3P compliance

· Understand your website architecture

· Review your existing, “human readable” privacy policy

· Begin to develop the Full P3P privacy policy

· Begin to develop the Compact P3P privacy policy

· Determine third party compliance

1.  Understand your website architecture:

How reliant is your website on first party cookies?

What third party cookies are used on your site?

How will your website's performance be hindered if cookies are blocked or denied?

What data is being collected on the site and from whom?

2.  Review your existing, “human readable” privacy policy:

Does this adequately reflect your website practices, industry standards and legislative requirements?

Are you currently in compliance with the disclosures made?

3.  Begin to develop the Full P3P privacy policy:

Utilize a generator tool, an XML editor and the P3P Validator

Test your policy extensively by manually reviewing your data elements against the specification – remember, not all of the guidance is infallible

4.  Begin to develop the Compact P3P privacy policy:

How does your policy compare to your competitors or other known “compact” privacy policies?

5.  Determine third party compliance:

Are all your third party cookie providers P3P compliant?

If not, what effect will this have on your site?

Open a discussion with your third party cookie vendors and encourage them to implement P3P compact policies.


PwC Contacts:

Matt McKittrick, Manager, PricewaterhouseCoopers

matthew.mckittrick@us.pwcglobal.com

1-303-886-9748

Useful Resources:

W3C:  www.w3c.org/P3P 

ATT Privacy Bird:   http://www.privacybird.com

Microsoft/MSDN article:  http://msdn.microsoft.com/ie and read the material on IE 6 privacy

PricewaterhouseCoopers:  www.pwcglobal.com/privacy
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