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                   Oracle Class – October 17 & 18, 2002
                          Answers For Questions Generated During Class

Is a password required when using a role or just when the role is granted to a user?

(About User Default Roles p. 261 Oracle Security Handbook) “If a password is required, you must use the set role command before the privileges that the role conveys become available for your use.” 

(Oracle 8 Personal Edition Help)

“If you grant a password-protected role to a user, the user must provide the password when enabling the role via the SET ROLE statement. Passwords are optional for roles.  However, only those users who have role privileges may use the role.”

Can you change the names of the SYS or SYSTEM account?

No.

Where is the Oracle password file?

The Oracle Password File ($ORACLE_HOME/dbs/orapw or orapwSID) stores passwords for users with administrative privileges. 

What are the Privileges of CONNECT vs RESOURCE vs DBA?

As you can see below these roles do more than just allow a user to connect to the database. Should they be able to create tables, views, links, and triggers? (source:  Oracle 8 Adminstrator’s guide)
	Role Name  
	Privileges Granted To Role  

	CONNECT 1
 
	ALTER SESSION, CREATE CLUSTER, CREATE DATABASE LINK, CREATE SEQUENCE, CREATE SESSION, CREATE SYNONYM, CREATE TABLE, CREATE VIEW 

	RESOURCE 1,2
 
	CREATE CLUSTER, CREATE PROCEDURE, CREATE SEQUENCE, CREATE TABLE, CREATE TRIGGER

	DBA 1,3, 4
	All system privileges WITH ADMIN OPTION


Does DBMS update V$PARAMETER to the value listed in init?

V$PARAMETER shows the current configuration of of parameter values. If something is changed in the inti or config files and the database is shut down and restarted these values will then update V$PARAMTER.
Where can I get an audit program?

http://www.auditnet.org/asapind.htm has an OK one that serves as a good base. Modify it to suit your needs then shoot me a copy! Also the Oracle Security Handbook Appendix B as a number of security checklists that could be used to form an audit program.

Is there any ability to restrict users to a console in Oracle?

I didn’t see anything. If anyone knows a DBA ask them and let us know! I’ll post the question and see if it gets answered.

What are the best practice values for the default profile?

· FAILED_LOGIN_ATTEMPTS - failed login attempts before the account is locked (I recommend 3)
· PASSWORD_LIFE_TIME - limits the number of days the same password can be used for authentication (I recommend 30 for privileged users and 60-90 for users)

· PASSWORD_REUSE_TIME - number of days before a password can be reused  (I recommend 1800)

· PASSWORD_REUSE_MAX - number of password changes required before the current password can be reused (I recommend UNLIMITED)

Specify either PASSWORD_REUSE_TIME or PASSWORD_REUSE_MAX, but do not use both at the same time.
· PASSWORD_LOCK_TIME - number of days an account will be locked after maximum failed login attempts (I normally recommend UNLIMITED require the DBA to reset however this it may present a DoS vulnerability)

· PASSWORD_GRACE_TIME - number of days after the grace period begins during which a warning is issued and login is allowed (I recommend 0, otherwise a user pwd may beolder than the password lifetime because the of the grace time) 

· PASSWORD_VERIFY_FUNCTION - password complexity verification script (I think the script should require passwords to contain at least one alphabetic and one non-alphabetic character and be minimum of 6 characters for end-users and 8 characters for system administration accounts or match your organization’s password requirements if the DBA ran utlpwdmg.sql this and more is required)
What are some of the default users and their passwords? What are they used for? See http://www.orafaq.com/faqdbase.htm#DEFUSERS
Does ALL_USERS views show all users logged in or all users with access to the database?

“show a complete list of the items in the underlying table less any sensitive information.” 

I recommend you get the DBA view “are intended for use by the DBA and list all items in an underlying table” (Oracle Security Handbook p. 220)
Can the cascade option for revokes be limited or controlled?

I didn’t see anything. If anyone knows a DBA ask them and let us know! I’ll post the question and see if it gets answered.
How long are tokens used for authentication stored/ valid? What type of encryption does Oracle use: 

· (Database Security in Oracle8i ™An Oracle Technical White Paper February 1999) The Oracle password protocol provides security for client-server and server-server password communication by encrypting passwords passed over a network. The Oracle password protocol uses a session key valid for a single database connection attempt to encrypt the user's password. Each connection attempt uses a separate key for encryption, making the encryption more difficult to decipher. After the key-encrypted password is passed to the server, the server decrypts it, then re-encrypts it using a Data Encryption Standard (DES) based on one-way encryption algorithm and compares it with the  password stored in the database. If they match, the user successfully connects to the database. The Oracle password protocol is used to encrypt all passwords upon an attempted connection — whether local connection, client to server, or server to server.

· (Configuring Encryption p. 345 Oracle Security Handbook) Triple DES, 128-bit RC-4, or 40-bit DES

What is AUDIT_OPTION field in the auditing tables used for?

This field specifies which commands you are auditing. For example CREATE TABLE or ALTER TABLE are some of the many actions that could be audited. Remember it can be set to audit upon successful use failed use or both.
What audit options are available in DBA_OBJ_AUDIT_OPTS?

· The character "-" indicates that the audit option is not set. 

· The character "S" indicates that the audit option is set, BY SESSION. 

· The character "A" indicates that the audit option is set, BY ACCESS. 

Each audit option has two possible settings, WHENEVER SUCCESSFUL and WHENEVER NOT SUCCESSFUL, separated by "/". 

What level is Label Security set?

See http://www.orafaq.com/faqdbase.htm#LABEL  This makes it pretty clear Label security is set at the user level.

What does DCE stand for?

See http://www.webopedia.com/TERM/D/DCE.html 

What is the extension for scripts?

.sql  for example utlpwdmg.sql runs allows DBAs to require minimum lengths on passwords. 

Oracle Product Security Documentation 

http://otn.oracle.com/docs/deploy/security/content.html
Oracle Security Alerts

http://otn.oracle.com/deploy/security/index2.htm?Info&alerts.htm
Oracle FAQ

www.asktom.oracle.com
www.orafaq.com
SANS (Systems Administration, Networking, and Security) Research and education organization

Reading Room – Can be a resource for information on security subjects

http://rr.sans.org/index.php
Newsbites – a mailing service that pulls all security articles

http://www.sans.org/newlook/digests/newsbites.htm
Auditnet.org has audit programs including an Oracle database audit program

http://www.auditnet.org/asapind.htm
CERT (Computer Emergency Response Team) An advisory service

http://www.cert.org/

Jargon Dictionary Helps decrypt some of that hacker lingo

http://info.astrian.net/jargon/
Webopedia Helps define computer terms and concepts

http://www.webopedia.com/Computer_Science/Databases
What are some of the key Oracle privileges that should be examined?

List is not comprehensive but represents “quick & dirty” checklist.

	Name

	ALTER DATABASE  


	ALTER SYSTEM

	ALTER USER

	CREATE USER

	CREATE SNAPSHOT

	CREATE ROLE


	CREATE LIBRARY

	CREATE PROFILE

	GRANT ANY PRIVILEGE


	RESTRICTED SESSION

	WITH ADMIN OPTION


	Any other privileges with the words ALTER, CREATE, or ANY in them.


What are some of the recommended values for the init file?

	Name
	Recommended Value

	Audit_trail
	OS

	07_DICTIONARY_ACCESSIBILITY
	FALSE

	db_encrypt_login
	TRUE

	ora_encrypt_login
	TRUE

	os_authent_prefix
	Blank

	os_roles
	FALSE if OS roles not well restricted

	remote_os_authent
	FALSE

	remote_os_roles
	FALSE

	RESTRICT_ADMIN_LISTENER and/or ADMIN_RESTRICTIONS_listener_name in listener.ora
	TRUE

ON

	Resource_limit
	TRUE


What things should I request?

1. Obtain DBA_Roles view which lists all roles in DB

2. Obtain DBA_Roles view which lists all roles granted to users and roles  in DB

3. Obtain DBA_SYS_PRIVS view which lists the system privileges granted to users and roles

4. Obtain DBA_TAB_PRIVS view which lists privileges on objects in DB

5. Obtain DBA_USERS view which lists account information for all users in DB 

6. Obtain ROLES_ROLES_PRIVS view which lists all roles granted to roles in DB 

7. Obtain ROLES_SYS_PRIVS view which lists system privileges granted to roles in DB 

8. Obtain DBA_SYS_PRIVS view which lists system privileges granted to privileged roles such as  CONNECT , RESOURCE , and INTERNAL

9. Obtain ROLE_TAB_PRIVS view which lists table privileges granted to roles in DB

10. Obtain PRODUCT_PRIVS view which lists Product Table restrictions on users in DB 
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